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Preface

Welcome to the Fundamentals of Web Development. This textbook is intended
to cover the broad range of topics required for modern web development and
is suitable for intermediate to upper-level computing students. A significant percent-
age of the material in this book has also been used by the authors to teach web
development principles to first-year computing students and to non-computing
students as well.

One of the difficulties that we faced when planning this book is that web devel-
opment is taught in a wide variety of ways and to a diverse student audience. Some
instructors teach a single course that focuses on server-side programming to third-
year students; other instructors teach the full gamut of web development across two
or more courses, while others might only teach web development indirectly in the
context of a networking, HCI, or capstone project course. We have tried to create a
textbook that supports learning outcomes in all of these teaching scenarios.

What Is Web Development?

Web development is a term that takes on different meanings depending on the audi-
ence and context. In practice, web development requires people with complemen-
tary but distinct expertise working together toward a single goal. Whereas a graphic
designer might regard web development as the application of good graphic design
strategies, a database administrator might regard it as a simple interface to an
underlying database. Software engineers and programmers might regard web devel-
opment as a classic software development task with phases and deliverables, where
a system administrator sees a system that has to be secured from attackers. With so
many different classes of users and meanings for the term, it’s no wonder that web
development is often poorly understood. Too often, in an effort to fully cover one
aspect of web development, the other principles are ignored altogether, leaving stu-
dents without a sense of where their skills fit into the big picture.

A true grasp of web development requires an understanding of multiple per-
spectives. As you will see, the design and layout of a website are closely related to
the code and the database. The quality of the graphics is related to the performance
and configuration of the server, and the security of the system spans every aspect of
development. All of these seemingly independent perspectives are interrelated and,

xxix
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therefore, a web developer (of any type) should have a foundational understanding
of all aspects, even if he/she only possesses expertise in a handful of areas.

What’s New in the Third Edition?

The first edition of this title was mainly written in the first half of 2013 and then pub-
lished in early 2014. The second edition was mainly written in the first half of 2016 and
then published in early 2017. This edition was mainly written in the first half of 2020.

The focus of the book has always been on the conceptual and practical fundamen-
tals of web development. As such, many of the topics covered in the book are as impor-
tant today as they were when we wrote the first edition in 2013. Nonetheless, the field
of web development is constantly in flux, which has resulted in many changes in the
underlying technologies of web development since the first and second editions were
written. The third edition reflects both these recent changes as well as those enduring
fundamental aspects of web development.

Over the past decade, the key technology stack within real-world web develop-
ment has migrated away from back-end technologies such as PHP, JSP, and ASP.NET.
While these technologies are still important, the front-end technology of JavaScript
has become the focal practice of most web developers today. This edition reflects this
transformation in real-world practices.

Some of the key changes in this edition include the following:

m Existing chapters have been revised based on user feedback. Instructor focus
groups from 2018 provided helpful information on what content was missing
or needed improvement. Emailed suggestions from other instructors and our
own student feedback also informed changes to existing content.

m Updated, expanded, or new coverage of a wide-variety of topics that reflect
current approaches to web development. Some of these topics include CSS
preprocessors, CSS design principles, ES6+ language additions, web and
browser APIs, React, Node, TypeScript, SQLite and NoSQL databases,
GraphQL, serverless computing, caching, new security vulnerabilities, JWT
authentication, DevOps, continuous integration/deployment, and microservice
architectures.

= Enhanced coverage of contemporary JavaScript. This edition has five chapters
on both front-end and back-end JavaScript (almost 300 pages versus the
second edition’s three chapters of 170 pages).

m Dedicated chapters on React and Node. Both of these have become an
essential skill for contemporary web developers.

m New pedagogical features within most chapters. These include Test Your
Knowledge exercises and Essential Solutions boxes. The former are short
exercises for student to apply the knowledge in the section(s) they have
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just read, while the latter provide quick guidance to the reader on how to
accomplish common tasks.

m Updated art style throughout most of the book.

m Most of the end-of-chapter projects have been revised or replaced.

Features of the Book

To help students master the fundamentals of web development, this book has the
following features:

m Covers both the concepts and the practice of the entire scope of web
development. Web development can be a difficult subject to teach because
it involves covering a wide range of theoretical material that is technology
independent as well as practical material that is very specific to a particular
technology. This book comprehensively covers both the conceptual and
practical side of the entire gamut of the web development world.

m Comprehensive coverage of a modern Internet development platform.

In order to create any kind of realistic Internet application, readers require
detailed knowledge of and practice with a single specific Internet develop-
ment platform. This book covers HTML, CSS, JavaScript, and two server-
side stacks (PHP and MySQL, as well as Node and MongoDB). The book
also covers the key concepts and infrastructures—such as web protocols and
architecture, security, hosting provision, and server administration—that are
important learning outcomes for any web development course.

m Focused on the web development reality of today’s world and in anticipation
of future trends. The world of web development has changed remarkably
in the past decade. Fewer and fewer sites are being created from scratch;
instead, many developers make use of existing sophisticated frameworks and
environments. This book includes coverage of essential frameworks such as
Bootstrap, React, and WordPress.

m Sophisticated, realistic, and engaging case studies. Rather than using
simplistic “Hello World” style web projects, this book makes extensive use
of three case studies: an art store, a travel photo sharing community, a stock
trading site, and a movie review site. For all the case studies, supporting ma-
terial such as the visual design, images, and databases are included. We have
found that students are more enthusiastic and thus work significantly harder
with attractive and realistic cases.

m Content presentation suitable for visually oriented learners. As long-time in-

structors, the authors are well aware that today’s students are often extremely
reluctant to read long blocks of text. As a result, we have tried to make the
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content visually pleasing and to explain complicated ideas not only through
text but also through diagrams.

Content that is the result of over 25 years of classroom experience (in college,
university, and adult continuing education settings) teaching web develop-
ment. The book’s content also reflects the authors’ deep experience engaging
in web development work for a variety of international clients.

Additional instructional content available online. Rather than using

long programming listings to teach ideas and techniques, this book uses a
combination of illustrations, short color-coded listings, and separate lab exer-
cises. These step-by-step tutorials are not contained within the book, but are
available online at www.funwebdev.com. Code listings within book as well as
starting files for projects are publicly available on GitHub.

Complete pedagogical features for the student. Each chapter includes learn-
ing objectives, margin notes, links to step-by-step online labs, advanced tips,
keyword highlights, test your knowledge exercises, essential solution boxes,
end-of-chapter review questions, and three different case study exercises.

Organization of the Book

The chapters in Fundamentals of Web Development can be organized into three
large sections.

m Foundational client-side knowledge (Chapters 1-10). These first chapters

cover the foundational knowledge needed by any front-end web developer.
This includes a broad introduction to web development (Chapter 1), how the
web works (Chapter 2), HTML (Chapters 3 and ), CSS (Chapters 4 and 7),
web media (Chapter 6), and JavaScript (Chapters 8-11).

Essential server-side development (Chapters 12-16). Despite the increasing
importance of JavaScript-based development, learning server-side development
is still the essential skill taught in most web development courses. The two
most popular server-side environments are covered in Chapter 12 (PHP) and
Chapter 13 (Node). Database-driven web development is covered in Chapter
14, while state management is covered in Chapter 15.

Specialized topics (Chapters 16-18). Contemporary web development has
become a very complex field, and different instructors will likely have different
interest areas beyond the foundational topics. As such, our book provides
specialized chapters that cover a variety of different interest areas. Chapter 16
covers the vital topic of web security. Chapter 17 focuses on the web server
with topics such as DevOps, hosting options, and server configuration. Finally,
Chapter 18 covers search, social media integration, content management,
advertising, and support tools and analytics.


www.funwebdev.com

Pathways through this Book

There are many approaches to teach web development and our book is intended to
work with most of these approaches. It should be noted that this book has more
material than can be plausibly covered in a single semester course. This is by design
as it allows different instructors to chart their own unique way through the diverse
topics that make up contemporary web development.

We do have some suggested pathways through the materials (though you are
welcome to chart your own course), which you can see illustrated in the pathway
diagrams.

m All the web in a single course. Many computing programs only have space for a
single course on web development. This is typically an intermediate or upper-level
course in which students will be expected to do a certain amount of learning on their
own. In this case, we recommend covering Chapters 1-5, 8, 9, 12 or 13, 14, and 16.

m Client-focused course for introductory students. Some computing programs
have a web course with minimal programming that may be open to non-major
students or which acts as an introductory course to web development for major
students. For such a course, we recommend covering Chapters 1-7. You can use
Chapters 8 and 9 to introduce client-side scripting if desired.

m Front end focused course for intermediate students. For courses that wish to
focus on front-end development, you could cover Chapters 1-11 as well as
Chapter 13 and parts of Chapter 14.

m Infrastructure-focused course. In some computing programs the emphasis
is less on the particulars of web programming and more on integrating web
technologies into the overall computing infrastructure within an organization.
Such a course might cover Chapters 1, 2, 3, 4, 8, 13, 16, and 17 with an
option to include some topics from Chapters 6, 14, 15, and 18.

For the Instructor

Web development courses have been called “unteachable” and indeed teaching web
development has many challenges. We believe that using our book will make teach-
ing web development significantly less challenging.

The following instructor resources are available at www.pearsonhighered.com/
cs-resources/:

m Attractive and comprehensive PowerPoint presentations (one for each
chapter).

m Images and databases for all the case studies.

m Solutions to end-of-chapter projects.

= Additional questions in exam bank.
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Many of the code listings and examples used in the book are available on GitHub
(github.com/funwebdev-3rd-ed).

For the Student

There are a variety of student resources available on GitHub (github.com/funwebdev-
3rd-ed), the publisher’s resource site (www.pearsonhighered.com/cs-resources/), and
the book’s website (www.funwebdev.com). These include:

m All code listings organized by chapter.

m Starting files, images, and database scripts for all end-of-chapter projects.

m Starting files and solutions to all Test Your Knowledge exercises.

m Instructions for lab exercises for each chapter.

m Starting files for all labs.

m Video lectures for a selection of chapter topics.

Why This Book?

The ACM computing curricula for computer science, information systems, information
technology, and computing engineering all recommend at least a single course devoted
to web development. As a consequence, almost every postsecondary computing
program offers at least one course on web development.

Despite this universality, we could not find a suitable textbook for these courses
that addressed both the theoretical underpinnings of the web together with modern
web development practices. Complaints about this lack of breadth and depth have
been well documented in published accounts in the computing education research lit-
erature. Although there are a number of introductory textbooks devoted to HTML and
CSS, and, of course, an incredibly large number of trade books focused on specific web
technologies, many of these are largely unsuitable for computing major students.
Rather than illustrating how to create simple pages using HTML and JavaScript with
very basic server-side capabilities, we believed that instructors increasingly need a text-
book that guides students through the development of realistic, enterprise-quality web
applications using contemporary Internet development platforms and frameworks.

This book is intended to fill this need. It covers the required ACM web develop-
ment topics in a modern manner that is closely aligned with contemporary best
practices in the real world of web development. It is based on our experience teach-
ing a variety of different web development courses since 1997, our working profes-
sionally in the web development industry, our research in published accounts in the
computing education literature, and in our corresponding with colleagues across the
world. We hope that you find that this book does indeed satisfy your requirements
for a web development textbook!


www.pearsonhighered.com/cs-resources/
www.funwebdev.com
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CHAPTER 10 JavaScript 3: Additional Features

promisified version of the tra

function transferfocloud (filename) {

“http:/ /buck
11

t..s3-aws-region.anazonaws . con/makebelieve. §pg";
/ if pass 3 000

ame exists then upl

( existsonserver (filenane) ) {
performIransfer (flenams, clowdURL);

resolve (cloudURE) ; A

} else
reject ( new Error('filename does not exist')):

serToCloud (file)

extractTags (url) )
-then( url => compressinage (url) )
.caten( err => logThisError(err) );

<
LISTING 10.10 Creating Promises <

The pronise.al ) method s typically passed an array of romise objects that
can be satisfied in any order. Figure 10.20 illustrates how this approach can be used.
Notice that it returns a £onise, thus the then () method needs to be passed a func-
tion thar will ger executed when all the passed :onise objects are resolved.
‘That function will be passed an array containing, in the case of multiple fetches,

Color-coded source

code listings emphasize
important elements and
visually separate
comments from the code.

Coverage of contemporary

multiple retrieved JSON data arrays

Potentially, the pxonisc.a11() approach can be more efficient when each indi-
vidual fetch is independent of cach other. Figure 10.21 contains screen captures of
the Google Chrome Network Inspector status for two versions, one using nested
fetches and one using the pronise.a11() approach. With the nested approach, the
browser can’t make the next fetch request until the previous one is resolved (that is,
the data has been returned); with the ezonse.a11() approach, all three fetches can
be made simultancously, which is more time cfficient.

10.3.3 Async and Await <

real-world web development
topics.

<
In the previous section, you learned how to use (and create) promises as a way of tam-
ing the code complexities of using asynchronous functions. While certainly a significant
improvement over multiple nested callback funcions, recent iterations of the JavaSeript
language have added additional language support for asynchronous operations, which
furcher improves and simplifies the code needed for these operations.

[TER 4 CSS 1: Selectors and Basic Styling

border A combined shorthand property that allows you to set the style,
width, and color of a border in one property. The order is important

Tables provide quick
access to details.

and must be:

border-uidth border-style border-color

border-style Specifies the line type of the border. Possible values are:

solid, ¢

ted, dashed, double, groove, ridge, inset, outset,
ridden, and none.

Key terms are highlighted
in consistent color.

v

border-width The width of the border in a unit (but not percents). A variety of
keywords (chin, nediun, etc) are also supported.
border-color _The color of the border in a color unit.

border-radius The radius of a rounded corner.

border-image The URL of an image to use as a border.

box-shadow  Adds a shadow effect to an element. The values are as follows:

offset-x offset-y blur-radius spread-

TABLE 4.8 Border Properties

‘The nos-shadow property provides a way to add shadow effects around an element’s
box. To set the shadow, you specify x and y offsets, along with optional blur, spread,
inser, and color settings.

4.6.4 Margins and Padding
Margins and padding are essential properties for adding white space to a web page,
which can help differentiate one element from another. Figure 4.23 illustrates how
these two properties can be used to provide spacing and element differentiation.

As you can see in Figures 4.17 and 4.23, margins add spacing around an cle-
ment’s content, while padding adds spacing within elements. Borders divide the

—

Solutions to common
problems are highlighted.

P padding arca.

ESSENTIAL SOLUTIONS
Centering an element horizontally within a container

<a:

elenent>content</div> I chapter 7, you will learn how to

use flexbox layout to positi
i element horizontally and vertically
#elenent { within a container.

margin: 0 aut
width: 200px;
5 Element
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Test Your Knowledge
sections provide
opportunities for
readers to apply their
knowledge.

Separate hands-on lab
exercises (available online)
give readers opportunity to
practically apply concepts
and techniques covered

in the text.

Hundreds of illustrations
help explain especially
complicated processes.

Important algorithms are

illustrated visually to
help clarify understanding.

298 CHAPTER7 CS52:Layout

TEST YOUR KNOWLEDGE #1

Modify lab07-testo1.html by adding CS in lab07-test01.css to implement the layout

) shownin Figure 7.16 (some of the syling as already been provided).

1. Set the background image on the <body> tag. Set the height to 100vh
so it will always fill the entire viewport. Set the background-cover and
background-posi tion properties (see Chapter 4 for a refresher if needed).
For the header, set ts display to flex . Set just fy-content to space-be tween
and align-itens to center. This will make the <h2> and the <nav> elements
sit on the same line, but will expand to be aligned with the outside edges.

. To center the form in the middle of the viewport, set the disp1ay of the
<nain> element toflex ,and align-itens and justify-contents to
center. Do the same for the <form> element.

Fine-tune the size of the form elements by setting the flex-basis _of label
10 16em, the search box to 36em, and the submit button to 10em. The final
result should look similar to that shown in Figure 7.16.

FIGURE 7.16 Completed Test Your Knowledge #1

7.3 Grid Layout

oy Designers have long desired the ability to construct a layout based on a set number
P e

. of rows and columns. In the early years of CSS, designers frequently made use of

o HTML tables as way to implement these types of. Unfortunately this not only added

! a lot of additional non-semantic markup, but also typically resulted in pages that

didn’t adapt to different sized monitors or browser widths. CSS Frameworks such as

Gits an Tt
Boorstrap became popular partly because they provided a relatively painless and

592 CHAPTER 11 Javascript 4: React

© et s g AR @ g oo

[ Action
Store

Qs aened
and state
initialized

1 Dispatch

1

Components

©|usentor

changes to

>

Subscribe

@ const initialstate = (
favorites: (]

G ot state
const store = createStore(reducer) ;

> @ HasFavciick( ()

const

=

idi ..., title

)

© storedispaten( { type: ADD.TOFAV. payload: 1));
N
@ sorst reducer = (state = inftiaistate, sction) =
A0D.T0 FAVS' ) {

newState. favorites.push(action. payload) ;
Feturn newState;

)
else if (action.type REMOVE_FROM_FAVS' ) {
) else

B

FIGURE 11.18 Redux architecture
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374 CHAPTER 8 Javascript 1: Language Fundamentals

Probably the most common postloop operation is to increment a counter vari-

H able, as shown in Figure 8.11. An alternative way to increment this counter is to use
Note and Pro Tip boxes 2Bl o in
. . There are two additional, more specialized, variations of the basic fox loop. There
emphasize important

52 loop and in ES6 and beyond, a zor. ..of loop. The ox...in loop is
used for iterating through enumerable properties of an object, while the more useful

concepts and e o s s o erne through rabl ojecs, and el be demonsraed i
. . the next section on arrays.
practical advice.

NOTE
> Infinite while loops can happen if podlzs not careful, and since the scripts are

itcan browser is “locked”
while endiessly caught in a loop, procesing, Some browsers wil even try o termi-
nate scripts that execute for too long a time to mitigate this unpleasantness

DIVE DEEPER: ERRORS USING TRY AND CATCH
Tools Insight sections When the browser's Javascript engine encounters a runtime erro, it willthrow an  d—————1

. exception. These exceptions interrupt the regular, sequential execution of the pro-

introduce ma ny of the gram and can stop the JavaScript engine altogether. However, you can optionally

catch these errors (and thus prevent the disruption) using the try . .. catch block as

H shown below. . .
most essential tools used shown belo Tangential material has

. ey ¢
in web development. | TeneKistanctunceion Chelio") been moved into Dive
catenters)

et (ke excaption was casgntst <+ arers Deeper sections, thereby
keeping the main text more
e
focused.

m
built-in exceptions as

'

470 CHAPTER 9 JavaScript 2: Using Javascript

Javascript has become one of the most important programming languages in the
world. As a result, there has been tremendous growth in the availability of tools to
help with different aspects of Javascript development. We could quite easily fill an
entire chapter of this beok exammmg just a small subset of these tools!* In this Tools

Insight section, we 0 look at just two JavaScrpt tools; subsequent
Jvascint chantars vl Indlude sdditonal Tools Insight sections that
others,

The first, and most important, Javascript tool is one that you have
using, namely, your browser. All modern browsers now include sophisticatel
and profiling tools. Just as the authors’ grandparents used to regale us in
with stories of walking miles to school in the snow going uphill there 3 9.4 EventTypes 453
authors sometimes tell our students what it used to be like in the late 19
ming in JavaScript without having access to any type of debugger. Now t
ship! Thankfully in today’s more civilized and developed world, you can add|

i ey ot (i oy iy g e s Al i Gro EXTENDED EXAMPLE
browser, as shown in Figure 9.

Coe oAy broure provide additonal tools tht are essential Now that we have covered the basics of working with events and the DOM, we are
Javascript development. As more and more functionality has migrated fr
o the client, it has become increasingly important to assess the performar
Aoyttt ceals g 28 (e D (el WD & © e I some CSS filters and transitions along with some Javascript event handling, the
e (Sl O CLraler i e i) I b e i example will fade the text in and out of vi when the user clicks on the button.

mance as timeline charts. Also, the example will apply or remove a grays:ale filter to the image when the user
moves the mouse in or out of the image.

When Hide button is clicked,
the text fades to transparent
The label o he utton
also changed | TS
When text is transparent, the
clementorthat et s idden,
hus removing the
Spac o he don slament
FIGURE 9.22 Debugging within the FireFox browser
1fthe user mouses over th
D
fitter s applied to the image
1fthe user mouses out of the
image, then the grayscale
_— filter i removed from the _—
image

(continued)

Extended Example sections —»
provide detailed guidance
in the application of a
chapter’s content.
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Key terms appear
again at end of
chapter.

Review questions at
end of chapter provide
opportunity for
self-testing.

Projects contain step-
by-step instructions of
varying difficulty.

Attractive and realistic
case studies help
engage the readers’
interest.

—

All images, starting
files, database scripts,
and other material for
each of the end of
chapter projects are
available for download.

\4

14. Why is it so important to use only one connection per page with PDO?
5. Describe the four types of NoSQL system.

14.7.3 Hands-On Practice

PROJECT 1: Share Your Travel Photos

DIFFICULTY LEVEL: Intermediate.

Overview

Demonstrate your ability to retrieve information from a database and display it.
This will require a variety of SQL queries. The results when finished will look
similar to that shown in Figure 14.37.

Filter area is used to fiter the
‘ages that are displayed.

I Filter settings are sent via

query sring parameters

cii e will
display detalls page for

FIGURE 14.37 Completed Project 1

13.8 Chapter Summary 707
13.8.1 Key Terms
Common]s middleware route
— CRUD module serverless computing
Database-as-a-Service Node templates
Environment variables  nonblocking V8
Express npm views
ct R Pl c view engine
JAM Stack push-based WebSockets
13.8.2 Review Questions
1. What are the key advantages and disadvantages of using Node?
2. What is npm? What is its role in contemporary web development?
3. A nonblocking architecture can typically handle more simultaneous requests.
Why is that?
4. What are modules in JavaScript? How does the Node Common]$ module
> system differ from the one inroduced in ES6?
5. In the context of Node, what is Express?
6. What are Express routes?
7. In Express, what is middleware?
8. What is a CRUD API?
9. What are WebSockets? How do they differ from HTPP?
10. What role do view engines play in Node?
1. What are the benefits of serverless computing?
12. How does differ from platf
13.8.3 Hands-On Practice
<
PROJECT 1:
Overview
In this project, you will be creating a data retrieval AP
Instructions
> 1. You have been provided a folder named projectl, that contains the data and
other files needed for this project. Use nem init to setup the folder, and nem
install to add express.
2. Name your server file arts. Add a static file handler for resources in the
stacic folder
3. The dara for the APl s contained in a supplied json file. Create a provider
module for this file.
147 Chapter Summary 713

Each chapter ends
with three projects
that allow the reader
to practice the
material

covered in the
chapter within a
realistic context.



Introduction to Web

Development

CHAPTER OBJECTIVES

In this chapter you will learn . . .

® About web development in general

® The history of the Internet and World Wide Web

® Fundamental concepts that form the foundation of the Internet
® About the hardware and software that support the Internet

® The range of careers and companies in web development

T his chapter introduces the World Wide Web (WWW). It begins
with an answer to the broad question, what is web development.
It then progresses from that large question to a brief history of the
Internet. It also provides an overview of key Internet technologies
and ideas that make web development possible. To truly understand
these concepts in depth, one would normally take courses in com-
puter science or information technology (IT) covering networking
principles. If you find some of these topics too in-depth or advanced,
you may decide to skip over some of the details here and return to

them later.



CHAPTER 1

Introduction to Web Development

1.1 A Complicated Ecosystem

You may remember from your primary school science class that nature can be char-
acterized as an ecosystem, a complex system of interrelationships between living and
nonliving elements of the environment. As visualized in Figure 1.1, web develop-
ment can also be understood as an ecosystem, one that builds on existing technolo-
gies (URL, DNS, and Internet), and contributes new protocols and standards
(HTTP, HTML, and JavaScript) that facilitate client-server interactions. As this
ecosystem matures, new client and server technologies, frameworks, and platforms
continue to be developed in support of the web (PHP, Node, React etc.). The rich
web development ecosystem has created entirely new areas of interest for both
research and businesses including search engines, social networks, ecommerce, con-
tent management systems, and more.

Just as you don’t need to know everything about worms, trees, birds, amphib-
ians, and dirt to be a biologist, you don’t necessarily need to understand every
concept in Figure 1.1 in complete depth in order to be successful as a web developer.
Nonetheless, it is important to see how this complicated network of concepts and
technologies defines the scope of modern web development, and how concepts from
each chapter fit into the bigger picture.

In Figure 1.1, web development is visualized as a series of related platforms. The
two teal platforms represent the topics typically understood to constitute web
development.

There are two distinct development platforms in the diagram which represents
the fact that there are two distinct forms of development: front end and back end.
The term front end refers to those technologies that run in the browser: in this dia-
gram, they are HTML, CSS, JavaScript, and a wide-range of front-end oriented
frameworks such as React; much of this book is focused on these technologies. The
term back end refers to those technologies that run on the server. The book focuses
on two of the most popular back-end development technologies—PHP and Node—
and covers a variety of other back-end-related topics such as APIs, databases, and a
variety of server-based development tools.

The platform at the top of the diagram contains a variety of topics that are typi-
cally dependent upon first having knowledge of the development technologies.
These “advanced” topics are typically an important part of “real” web develop-
ment; however, not all developers require expertise in all of these topics.

At the bottom of the diagram are two white platforms that represent the infra-
structural topics of web development. These include the servers and networking
topics that constitute the infrastructure of the web. To fully learn about the infra-
structure of the web is beyond the scope of this book; nonetheless, it is important
for any contemporary web developer to have some understanding of the basics of
this infrastructure.



1.1 A Complicated Ecosystem

FIGURE 1.1 The web development ecosystem
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Finally, the light-blue platform just below the back-end platform represents a vari-
ety of foundational topics that are important for anyone who works within the pro-
gramming or the infrastructural side of the web. This includes the key protocols and
standards of the web, such as HTTP and DNS, as well as the vital topic of security.

The textbook also covers the topics of these different platforms but focuses
especially on the front-end and back-end development topics, since most entry-level
web development positions require proficiency with these topics.

It is the perspective of the book, however, that web development is more than
just markup and programming. In recent years, knowledge of the infrastructure
upon which the web is built has become increasingly important for practicing web
developers. For this reason, this chapter (and the next) journeys into the basement
of foundational protocols, hardware infrastructure, and key terminology.

The last third of the book corresponds to some of the topics covered in the top
platform. If you are taking a single course in web development, you might not have
time to cover these more “advanced” topics. Yet, as far as real-world web develop-
ment, they are just as important as the more recognizable ones on the explicitly
development-focused platforms. We would encourage all of our readers to ascend
to the upper-platform topics during their journey to become a web developer with
this book. But before we go there, it is now time to begin with the foundational
knowledge and learn more about web development in general.

1.2 Definitions and History

The World Wide Web (WWW or simply the web) is certainly what most people think
of when they see the word “Internet.” But the web is only a subset of the Internet, as
illustrated in Figure 1.2. While this book is focused on the web, part of this chapter is
also devoted to a broad understanding of that larger circle labeled the “Internet.”

1.2.1 A Short History of the Internet

The history of telecommunication and data transport is a long one. There is a strategic
advantage in being able to send a message as quickly as possible (or at least, more
quickly than your competition). The Internet is not alone in providing instantaneous
digital communication. Earlier technologies such as the radio, the telegraph, and the
telephone provided the same speed of communication, albeit in an analog form.
Telephone networks in particular provide a good starting place to learn about
modern digital communications. In the telephone networks of the past, calls were
routed through operators who physically connected the caller and the receiver by
connecting a wire to a switchboard to complete a circuit. These operators were
around in some areas for almost a century before being replaced with automatic
mechanical switches that did the same job: physically connect caller and receiver.
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Online
gaming

FIGURE 1.2 The web as a subset of the Internet

One of the weaknesses of having a physical connection is that you must estab-
lish a link and maintain a dedicated circuit for the duration of the call. This type of
network connection is sometimes referred to as circuit switching and is shown in
Figure 1.3.

The problem with circuit switching is that it can be difficult to have multiple
conversations simultaneously (which a computer might want to do). It also requires
more bandwidth, since even the silences are transmitted (that is, unused capacity in
the network is not being used efficiently).

Bandwidth is a measurement of how much data can (maximally) be transmitted
along a communication channel. Normally measured in bits per second (bps), this
measurement differs according to the type of Internet access technology you are
using. A dial-up 56-Kbps modem has far less bandwidth than a 10-Gbps fiber optic
connection.

In the 1960s, as researchers explored digital communications and began to con-
struct the first networks, the research network ARPANET was created. ARPANET did

Thou map of woe, that

Th f h
CRIEL O e, HIES thus dost talk in signs!
) A

P8l thus dost talk in signs!

[\

Thou map of woe, that
thus dost talk in signs!

FIGURE 1.3 Telephone network as example of circuit switching
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Thou map of woe, that
thus dost talk in signs!

Sender
address

A[B|1
[A]B] |Thloumapofwoe,|o

Thou map of woe, that
thus dost talk in signs!
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FIGURE 1.4 Internet network as example of packet switching

not use circuit switching but instead used an alternative communications method called
packet switching. A packet-switched network does not require a continuous connec-
tion. Instead, it splits the messages into smaller chunks called packets and routes them
to the appropriate place based on the destination address. The packets can take differ-
ent routes to the destination, as shown in Figure 1.4. This may seem a more compli-
cated and inefficient approach than circuit switching but is in fact more robust (it is
not reliant on a single pathway that may fail) and a more efficient use of network
resources (since a circuit can communicate data from multiple connections).

This early ARPANET network was funded and controlled by the United States
government and was used exclusively for academic and scientific purposes. The
early network started small, with just a handful of connected university campuses
and research institutions and companies in 1969, and grew to a few hundred by the
early 1980s.

At the same time, alternative networks were created like X.25 in 1974, which
allowed (and encouraged) business use. USENET, built in 1979, had fewer restric-
tions still, and as a result grew quickly to 550 connected machines by 1981.
Although there was growth in these various networks, the inability for them to
communicate with each other was a real limitation. To promote the growth and
unification of the disparate networks, a suite of protocols was invented to unify the
networks. A protocol is the name given to a formal set of publicly available rules



1.2 Definitions and History

that manage data exchange between two points. Communications protocols allow
any two computers to talk to one another, so long as they implement the protocol.

By 1981, protocols for the Internet were published and ready for use.l* New
networks built in the United States began to adopt the TCP/IP (Transmission
Control Protocol/Internet Protocol) communication model (discussed in the next
section), while older networks were transitioned over to it.

Any organization, private or public, could potentially connect to this new net-
work so long as they adopted the TCP/IP protocol. On January 1, 1983, TCP/IP was
adopted across all of ARPANET, marking the end of the research network that
spawned the Internet.> Over the next two decades, TCP/IP networking was adopted
across the globe.

1.2.2 The Birth of the Web

The next decade saw an explosion in the number of users, but the Internet of the
late 1980s and the very early 1990s did not resemble the Internet we know today.
During these early years, email and text-based systems were the extent of the
Internet experience.

This transition from the old terminal and text-only Internet of the 1980s to the
Internet of today is due to the invention and massive growth of the web. This inven-
tion is usually attributed to the British Tim Berners-Lee (now Sir Tim Berners-Lee),
who, along with the Belgian Robert Cailliau, published a proposal in 1990 for a
hypertext system while both were working at CERN (European Organization for
Nuclear Research) in Switzerland. Shortly thereafter Berners-Lee developed the
main features of the web.*

This early web incorporated the following essential elements that are still the
core features of the web today:

= A Uniform Resource Locator (URL) to uniquely identify a resource on the WWW.

m The Hypertext Transfer Protocol (HTTP) to describe how requests and
responses operate.

m A software program (later called web server software) that can respond to
HTTP requests.

m Hypertext Markup Language (HTML) to publish documents.

m A program (later called a browser) that can make HTTP requests to URLs
and that can display the HTML it receives.

URLs and the HTTP are covered in this chapter. This chapter will also provide
a little bit of insight into the nature of web server software; HTML will require
several chapters to cover in this book. Chapter 17 will examine the inner workings
of server software in more detail.

So while the essential outline of today’s web was in place in the early 1990s, the
web as we know it did not really begin until Mosaic, the first popular graphical
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browser application, was developed at the National Center for Supercomputing
Applications at the University of Illinois Urbana-Champaign and released in early
1993 by Eric Bina and Marc Andreessen (who was a computer science undergradu-
ate student at the time). Andreessen later moved to California and cofounded
Netscape Communications, which released Netscape Navigator in late 1994.
Navigator quickly became the principal web browser, a position it held until the end
of the 1990s, when Microsoft’s Internet Explorer (first released in 1995) became the
market leader, a position it would hold for over a decade.

Also in late 1994, Berners-Lee helped found the World Wide Web Consortium
(W3C), which would soon become the international standards organization that
would oversee the growth of the web. This growth was very much facilitated by the
decision of CERN to not patent the work and ideas done by its employee and
instead leave the web protocols and code-base royalty free.

NOTE

The Request for Comments (RFC) archive lists all of the Internet and WWW proto-
cols, concepts, and standards. It started out as an unofficial repository for ARPANET
information and eventually became the de facto official record. Even today new
standards are published there.

1.2.3 Web Applications in Comparison to Desktop
Applications

The user experience for a website is unlike the user experience for traditional desk-
top software. The location of data storage, limitations with the user interface, and
limited access to operating system features are just some of the distinctions.
However, as web applications have become more and more sophisticated, the dif-
ferences in the user experience between desktop applications and web applications
are becoming more and more blurred.

There are a variety of advantages and disadvantages to web-based applications
in comparison to desktop applications. Some of the advantages of web applications
include the following:

m They can be accessed from any Internet-enabled computer.

m They can be used with different operating systems and browser applications.

m They are easier to roll out program updates since only software on the server
needs to be updated as opposed to every computer in the organization using
the software.

m They have a centralized storage on the server, which means fewer security
concerns about local storage (which is important for sensitive information
such as health care data).
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Unfortunately, in the world of IT, for every advantage, there is often a corre-
sponding disadvantage; this is also true of web applications. Some of these disad-
vantages include the following;:

m Requirement to have an active Internet connection (the Internet is not always
available everywhere at all times).

m Security concerns about sensitive private data being transmitted over the
Internet.

m Concerns over the storage, licensing, and use of uploaded data.

m Problems with certain websites not having an identical appearance across all
browsers.

m Restrictions on access to operating system resources can prevent additional
software from being installed and hardware from being accessed (like Adobe
Flash on i0S).

m In addition, clients or their IT staff may have additional plugins added to
their browsers, which provide added control over their browsing experience,
but which might interfere with JavaScript, cookies, or advertisements.

We will continually try to address these challenges throughout the book.

DIVE DEEPER

One of the more common terms you might encounter in web development is the
term “intranet” (with an “a”), which refers to an internal network using Internet
protocols that is local to an organization or business. Intranet resources are often
private, meaning that only employees (or authorized external parties such as cus-
tomers or suppliers) have access to those resources. Thus, “Internet” (with an “e”)
is a broader term that encompasses both private (intranet) and public networked
resources.

Intranets are typically protected from unauthorized external access via security
features, such as firewalls or private IP ranges, as shown in Figure 1.5. Because
intranets are private, search engines, such as Google, have limited or no access to
content within them.

Due to this private nature, it is difficult to accurately gauge, for instance, how
many web pages exist within intranets and what technologies are more common in
them. Some especially expansive estimates guess that almost half of all web
resources are hidden in private intranets.

Being aware of intranets is also important when one considers the job market
and market usage of different web technologies. If one focuses just on the public
Internet, it will appear that React, PHP, MySQL, and Node are the most commonly
used web development stack. But when one adds in the private world of corporate
intranets, other technologies such as ASP.NET, JSP, SharePoint, Oracle, SAP, and IBM
WebSphere are just as important.






